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Overview
An information technology security incident is a computer or computer network activity that willlead to
‘damaging events such as misuse, damage, denial of service, threats and etc.

1.1 Purpose
The objective of the Information Security Incident Management Policy is to ensure timely
information security incident response in order to achieve BSS's information security objectives.
Incident management is an important function that has significant impact on information security.
This policy defines the actions necessary to report, respond to, and resolves security incidents.

1.2 Applicability
This policy applies to all IT personnel and other employees of the Bank of South Sudan,
‘employees, vendors and third party agencies appointed by the BSS.

1.3 Responsibility
The Head of IT Department has the overall responsibility for Information Security Incident

Management Policy. which includes the development and evaluation of this policy.

Reporting Information Security Events and Weaknesses

24 Reporting Information Security Events
211 BSS staff, contractors, and other users of BSS's information shall be responsible for
ensuring that the security of the computer systems that are assigned to them
212 They shall report any confirmed or suspected information security incidents in a timely

manner.

213 The person who detects security incidents shall not attempt to exploit or prove the
security incident.

214 Al information security incidents shall be reported to the Security and Compliance
Officer.

215  Examples of Incidents within BSS include, but are not limited to:
2151 Denial of Service
21,52 Virus, worm and Trojan horse detection
2153 Interal / External Hacking (active)
2154 Web Defacement
2155 Bogus website / Web Phishing on corporate registered URLS
2156 Telecommunications system hacking (Line Tapping)
2157 Unauthorized access
2146 The Security and Compliance Officer shall be responsible for escalating of allinformation
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2.2 Reporting Information Security Weaknesses.

221 Employee, contractor, or third party who suspects a security weakness or notices a
facility, area, system or anything that is vulnerable to a threat exposure, he/she shall
notify the Security and Compliance Officer.

222 The informing party is prohibited to test the security weakness without authorization,
‘cooperation and involvement of the Security and Compliance Officer.

3. Management of Information Security Incidents and Improvement

3.1 Responsibilities and Procedures
311 Security and Compliance Officer shall notify the Head of IT Department if
needed, in the event of any critical information security incidents. Otherwise, a
periodic update on security incidents shall be made to the Head of IT
Department

3.2 Any personnel who are involved in the investigation of an incident for any reason shall
follow the procedures.

3.3 Security and Compliance Officer is responsible for following up on the reported issues in
a swift and confidential manner.

3.2 Learning from Information Security Incidents
321 Security and Compliance Officer shall document all reports of information security
incidents.
322 Security and Compliance Officer shall review all incidents, document lessons learned,
and take appropriate steps to avoid recurrence in future.
323 Record of all security incidents shall be maintained by the Secretary of Security and
Compliance Officer.

3.3 Collection of Evidence

Al evidences related to an information security incident shall be collected in line with the
BSS_ISMS_026 Evidence Collection Procedure (Appendix A9, page 127).
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